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Part I: BBegeHue



Chapter 1. Paspa6oTka Bo FreeBSD

3nmecs Heo6xouMO OyzmeT o6cyauTh FreeBSD B kadecTBe I1aTGOPMEI IJIs1 paspaboTKH, ITOAX0] K
aToMy BSD, 0630p apXUTEKTYphL, CTPYKTYpa /usr/src, ICTOPUS U TaK fajiee.

Crniacu60 BaM 3a BbIGOp FreeBSD B kauecTBe I1aTGopMbI paspaboTku! Haseemcs, UTO OHa Bac He

TIO/IBEJIET.



Chapter 2. Ilapagurma BSD



Chapter 3. O630p apXUTEKTYypPHhI



Chapter 4. CTpyKTypa /usr/src

[TostHBIN MCXOHBIN KoJ FreeBSD mMmeeTcs Ha HalleM OOIIefOCTYIIHOM XpaHwuuile CVS. Kak
IIpaBUJIO, HCXOLHBIM KOJ yCTaHaBJIMWBaeTCd B KaTaJIOl /[usr/src, cofeprKalllyil Cjeayrollue

IIOAKAaTaJIOTH.

KaraJsor
bin/

contrib/

crypto/
etc/

games/

gnu/

include/
kerberosIV/
kerberos5/
lib/

libexec/

release/

shin/
secure/
share/
sys/

tools/

usr.bin/

usr.sbin/

Omnmucanue
HcxomHbll Koz, ¢paityioB U3 /bin

HcxoaHbIH Kof GaiiyioB IIpOrpaMMHOT0
obecrieueHHs, KOTOpOe IIpeloCTaBIeHO
TPETHUMH JIUITaMH.

Hcxomubii kox DES
HcxomHbIN Kog, paiiyioB U3 /etc
HcxomHbIN Kog paiiyioB U3 /usr/games

YTUIUTEL, HoAIafaroInue mog ycaosus GNU
Public License

HcxomHbIN Kog, ¢paiiyioB U3 /usr/include
Hcxomubii Koz Kerbereros Bepcuu [V
Hcxonmubili Koz, Kerbereros Bepcuu 5
HcxomHbil Koz, ¢paiiios us /usr/lib
HcxomHbid Kog, ¢paiiyioB U3 /usr/libexec

daiiibl, He0OXOAMMBIE JIJIS1 BBIITYCKA pejir3a
FreeBSD

HcxomHbIl Koz, ¢paiiyioB us /shin
HcxomHabii Kop FreeSec
HcxomHbM Koz, ¢paiiyioB us /shin
HcxomHable TEKCTEI Apa

HHCcTpyMeHTaIbHBIE CPeCTBA, UCII0Ib3eMble
IUIs1 06CTy>KMBaHUS U TeCTUpPoBaHUs FreeBSD

HcxomHbil Koz, ¢paiiyioB U3 /usr/bin

HcxoHbIM Koz, ¢paiiyioB U3 /usr/shin



Part II: OCHOBBI



Chapter 5. be3onacHoe nmporpaMMHpPOBaHHe

5.1. 0630p

dTa IIaBa OIMKCBIBaeT HeKOTOpble U3 IIpobsieM obecrieyeHUss 6e30I1aCHOCTH, KOTOpPBIE
IeCATUIeTUAMU IIpecefoBaId IIporpaMMucToB UNIX®, a TakKe HeCKOJIbKO HOBBIX JOCTYIIHBIX
HHCTPYMEHTOB, IIOMOTaloliX IIporpaMMHCTaM U3berKaTh HallMCaHUs HeOe30I1aCHOI0 KOoza.

5.2. MeTo0/10THA 00ecieueHUus: 6e30IaCHOCTH

HanucaHue 6e30IIacHBIX IIPHJIOKEHUH Tpe6GyeT BecbMa KPUTHUYECKOTO M IT€CCUMUCTHUYECKOTO
B3IVISIZIAa Ha YKU3Hb. [IpUJI0KeHUs JOJDKHBI paboTaTh 110 IPUHIUITY "HaUMeHbIITUX IIPUBUJIETHI",
IIpY KOTOPOM HHUKaKOM IIporiecc He A0/DKeH paboTaTh C IPUBIJIETHSIMU, ITPEBBIIIAIIIMMU
MHHHUMAaJIbHO HeOOXOAUMBIHN [JIs1 BBIIIOJIHEHUS CBOMX QYHKIIMH MUHUMYM. PaHee ITpoBepeHHBIN
KOJI, TOJDKeH HCII0JIb30BaThbCS TaM, Ifle TOJIBKO 3TO BO3MOXKHO IS M36esKaHUs OGIITUX OIIHOO0K,
KOTOPBIe MOIJIU OBITh yoKe UCIIPaBJIeHbl JPYTUMHU.

OpHoOM M3 HellpUATHOCTEN B cpefie UNIX® gBiisieTcs JIETKOCTh B IIPEAIIOIOKEHUU 0e30I1aCHOCTH
9TOr0 OKpy KeHUs. [IprUI0oKeH1sI HUKOTZa He O/DKHBI BEPUTH I10JIb30BaTeJIbCKOMY BBOZY (BO BCeX
ero ¢opMmax), pecypcaM CHUCTEMBI, MEXKIIPOIIECCHOMY B3aWMOJENCTBUI0 WJIH BpeMeHU
BBIITOJIHEHUS COOBITUU. IIportecchl UNIX® BBIIIOJHAKTCA He CHUHXPOHHO, TaK YTO JIOTUYECKUe
oIlepaliy peiKo OBIBaXOT aTOMAapPHBIMU.

5.3. IlepennosiHeHus 0ydepa

[TepenosiHeHUs 6ydepa IIOSBUINCH BMeCTe C IOsIBJIeHHe apXUTeKTyphbl ®oH-HeliMaHa BriepBblie
IMUPOKYI0 H3BECTHOCTHL OHHU IIONy4YMIu B 1988 romy BMmecTe ¢ HMHTepHeT-uepBeM Moppuca
(Morris). K coxaseHUI0, TOUHO TaKas >Ke aTaka oCTaércd 3pPeKTUBHOM M B Halllu AHU. U3 17
6rosuteteHelt 6esonmacHocTA CERT 3a 1999 rog, 10 6bIM HEIIOCPEACTBEHHO BbI3BaHbI OIIIUOKaM B
OPOrpaMMHOM obecrieueHUY, CBA3aHHBIM C  IIepelloJHEeHUsIMU oydepa. Campble
pacipocTpaHeHHble THUIIBI aTaK C MCIIOJIb30BaHUEM IlepeloJiHeHUs Oydepa OCHOBAHBI Ha
paspylieHHuH CTeKa.

CaMble COBpeMeHHbIe BBIUUC/IUTEIbHBIE CHCTEMBI HUCIIOTL3YIOT CTeK JJI Iepejlaud apTyMeHTOB
MpoIlelypaM M COXpPaHeHUs JIOKAJIHHBIX IlepeMeHHBIX. CTek sBisgeTcs 6ydepom Tuma LIFO
(mocelHUM BOIIeJI IIEPBBIM BBHINIeJ) B BepxXHel 4YacTH 06JIaCTH IaMATH Iipollecca. Korga
IporpaMMa BBHI3BIBaeT QYHKIIMIO, CO3/laeTcsd HOBas "TpaHHIlA CTeKa". ITa TpaHHUI]A COCTOUT U3
apryMeHTOB, IepelaHHBIX B QYHKIIMIO, a TakKKe JUHAMHYECKOTO KOJHUYecTBa IIPOCTPAaHCTBA
JIOKAJIbHBIX IIepeMEeHHBIX. "VKaszaTesb CTeKa" SBJSIETCS PETHUCTPOM, XPAaHSIIUM TeKyIlee
II0JI0’KeHHe BepIIUHBI cTeKa. Tak Kak 3TO 3HaueHUe IIOCTOSTHHO MeHSIETCSI BMeCTe C IIoMellleHHeM
HOBBIX 3HaUeHUU Ha BepIINHY CTeKa, MHOTHe peajn3alliu TakKe IIpelycCMaTpUBAIOT "yKa3aTesb
TPaHUIIB", KOTOPBIHM PACIIOIOXKeH OKOJIO Havasla CTeKa, TaK UTO JIOKaJbHbIe IIepeMeHHbIe MOKHO
JIETKO aJ[pecoBaTh OTHOCUTEJIBLHO I3TOT0 3HAUEHHUs. AJpec BO3BpaTa u3 QYHKIIUU TaKKe
COXpaHsieTcs B CTeKe, U 3TO SIBJISIETCS NPUUMHOU HapyIIeHUH G6e30I1acHOCTH, CBSI3aHHBIX C
TIEPEIIOTHEHUEM CTeKa, TaK KaK Iepe3alrchIBaHUeE JIOKAJTLHOHU IIepeMeHHOH B QYHKITMH MOJKET
W3MEHUTh aJipeCc BO3BpaTa M3 3TOH QYHKIIMHM, ITOTEHITMAJbHO II03BOJISIA 3JI0YMBIIIIEHHUKY
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BBIIIOJIHUTG JIF0O0H KO,

X0TA aTakKWd C I[epellOJIHEHWEM CTeKa SBJIAIOTCA CaMbIMHM pPacIpOCTpaHEHHBIMH, CTeK MO>KHO
TaKKe IlepesalyicaTh IIPU IIOMOIU aTaKW, OCHOBaHHOM Ha BbllesleHUH naMaTy (malloc/free) us

" n

Ky4u".
Kak ¥ BO MHOTHUX ApPYIUX g3bIKaxX IIPOIrpaMMHpPOBaHMdA, B C He BBIIIOJIHIETCS aBTOMaTHYeCKOH
IIPOBEPKH I'PaHUI] B MacCHBax WM yKasaTesaxX. Kpome Toro, craHfgapTHas 6ubinoTeka C moIHa
OYeHb OIIaCHBIX QYHKIIUIA.

5.4. IIpuMep nepenoiHeHUus oydpepa

B cienyroliieM IIpuMepe Kojla MMeeTCsl OIIMOKa IepernoiHeHUs1 6ydepa, mpefHasHauUeHHAs I
Iepe3alucy ajgpeca Bo3BpaTa U 00X0/ja MHCTPYKIIUH, CJIeIyIOllell HeIIOCPeICTBEHHO 3a BHI30BOM
¢yukumu. (Ilo moTHBaM )

#include stdio.h

void manipulate(char *buffer) {
char newbuffer[80];
strcpy(newbuffer,buffer);

}

int main() {
char ch,buffer[4096];
int i=0;

while ((buffer[i++] = getchar()) != "\n') {};

i=1;

manipulate(buffer);

i=2;

printf("The value of i is : %d\n",i);
return 0,

JlaBaliTe IIOCMOTpPHUM, KakK OyJeT BBIVIAAETH 00pas IIpoliecca, €cju B Hallly MaJIeHbKYIO
IIporpamMmy Mbl BBefieM 160 Ipo6eJioB.

O4eBUHO, YTO I BBIIIOJIHEHUS pealbHbIX UHCTPYKIIMM (TaKUX, Kak exec(/bin/sh)), MoxkeT 6bITH
IpuayMaH 60Jiee BpeJOHOCHBIN BBO/I,.

5.4.1. Kak u3be)xaTh nepemnojiHeHuii oydpepa

CaMBIM IIPSIMOJIMHEMHBIM pellleHHeM IIPo6JIeMbl ITepelloTHeHHS CTeKa SIBJISIeTCSI UCII0Ib30BaHUe
TOJIFKO ITaMSATH GUKCHPOBAHHOTO pasMepa U QYHKIIMH KOIUPOBAHUS CTPOK. ®YHKITUH strncpy U
strncat SBJISIOTCS YacThIO CTaHJAPTHOM 6HGaMOoTeKH C. ITU QYHKIIUHM OYyAyT KOIHUPOBAThH He
6osiee yKa3aHHOTO KOJIM4YecTBa 6aMT M3 MCXOAHOU CTPOKHU B IiesieByI0. OfHAKO Y 3THUX QYHKITUH
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eCTh HeCKOJIbKO IIpo6sieM. HU o/iHa U3 HUX He rapaHTUpyeT Hajuyue cumBosa NUL, ecaiu pasmep
BXOZHOTO Oydepa Oosbllle, yeM IiesieBOro. [lapameTp JJIIMHEI TaKKe I10-pPa3HOMY HCII0JIb3YeTCs B
strncpy u strncat, Tak 4TO I IPOrPaMMHUCTOB JIETKO 3aIyTaThCA B IIPABUILHOM HUCII0JIB30BAHUH.
EcTh TaxkKe M 3HauUTesJbHasd II0Teps IIPOM3BOAUTEJHLHOCTH II0 CpaBHEHUIO C strcpy IIpu
KOIIMPOBaHUU KOPOTKOM CTPOKHU B O0OJIBIION Gydep, IOTOMY UTO strncpy 3alloiHgeT CUMBOJIAMU
NUL mpocTpaHCTBO /10 YKa3aHHOU IJIUHBI.

A n3berxaHus aTHUX IpobseM B OpenBSD ObLia cheslaHa Apyras peajusaliysg KOIIMPOBaHUA
namATh. PyHkuu strilcpy 1 strlcat rapaHTHPYIOT, YTO OHH OHU BCeI/ia TEPMUHUPYIOT I1eJIEBYIO
CTPOKY HyJIEBBIM CHMBOJIOM, €CJIM UM OyZeT IlepeJaH apI'yMeHT HeHYJIeBOM /UIMHEBL. boJee
noapobHas mHGopManysa 06 3TOM HAXOZUTCH 37ech MHcTpyknyu OpenBSD strlcpy u strlcat
CyILllecTBYIOT BO FreeBSD HaunHag ¢ Bepcuu 3.3.

5.4.1.1. BKOMIIJINPOBaHHAs] MPOBePKa I'PaHMI BO BpeMsI BHITIOTHEHUS

K coxajleHUI0, BCe ellle ITMPOKO UCIIOJB3YeTCsl OUeHb OOJIBIION 06HEM KO/la, KOTOPHIM CJIemo
KOITUpPyeT IIaMsSIThb 6e3 HCII0Jh30BAHUS TOJHKO YTO PACCMOTPEHHBIX QYHKITMH C IIPOBEPKOU
rpaHuIl. OHAKO eCTh [pyroe perneHue. CyIliecTBYeT HECKOIBKO PacIIMPeHUN K KOMIIMJIATOPY U
6U6IMOTEK 151 BHITIOJTHEHUSI KOHTPOJISI TPAHUIL BO BpeMsi BHITOTHEHUs (C/C++).

OmHUM U3 TaKUX fo6aBiieHU gBisgeTcd StackGuard, KOTOPBIM peaii30BaH KaK MaJleHbKUH I1aT4
K reHepaTopy Koja gcc. ComtacHo web canity StackGuard:

"StackGuard pacIiosHaeT W 3aluIaeT CTeK OT aTakK, He II03BOJISII M3MEHSATH ajipec Bo3BpaTa B
creke. IIpu BbI3oBe ¢yHKIMHU StackGuard momelraeT Bcjef 3a afipecoM BO3BpaTa CUTHAJIbHOE
cioBo. Eciy 1ocsie Bo3BpaTa M3 QYHKIIUM OHO OKa3bIBaeTCs M3MEHEHHBIM, TO GbLIa IIOIIBITKA
BBIIIOJTHUThL AaTaKy Ha CTeK, W IIporpaMMa OTBeuaeT Ha 3TO TeHepalield COOOIIEHHS O
3JIOYMBIIIUIEHHUKe B CUCTEMHOM >KypHaJle, a 3aTeM IIpeKpalraeT pabory.”

"StackGuard peasir3oBaH B BH/le MaJIEHbKOI'O I1aTya K TeHepaTopy Ko/ia gcc, a UMEHHO IIpOLieayp
function_prolog() u function_epilog(). function_prolog() ycoBepiiieHCTBOBaHa MJjd CO3LaHUSA
IIOMETOK B CTeKe IIpHM Hadase paboThl QyHKIHM, a function_epilog() IpoBepsieT I1€JI0CTHOCTh
IIOMeTKU IIpU BO3BpaTe U3 QyHKIIMU. Takum o06pa3oM, Jr0Oble IIOIBITKH H3MeHeHUs ajpeca
BO3BpaTa OIIpeJeIII0TCS 40 Bo3BpaTa U3 GyHKIIUU."

[lepekoMIUIAIASA Balllero HOpuokeHUs co StackGuard sBisieTcs 3QPeKTHBHBIM CIIOCOO0M
OCTaHOBUTH OOJIBIIIMHCTBO aTakK IlepeloJIHeHUM O0ydepa, HO BCe yKe II0JTHOCTBI0 3TO IIPOOJIeMBI He
pelaer.

5.4.1.2. IIpoBepKa rpaHUI, BO BpeMs BbIIIOJTHEHU C MCII0/Ib30BaHUEM OMO/IHOTEK.

MexaHU3MBI Ha OCHOBE KOMITMJISITOPA II0JTHOCTBHI0 OeCIIOIe3HBI I IIPOTPaMMHOI0 06eclieyeHus,
II0CTaBJIIEMOTO B [BOMYHOM BHJe, KOTOpOe BBl He MOKeTe IIepeKOMIIWJINPOBaTh. B 39THUX
CUTYyaIlMIX UMeeTCsd HEKOTOPOe KOJIUYeCTBO OUO/IHOTEK, B KOTOPBIX peaii30BaHbl Hebe30acHbIe
¢yukuum 6ubsnoreku C (strepy, fscanf, getwd, 1 Tak gasee..), o6ecrreyrBarolyie HEBO3SMOXXHOCTb
3aIlMCH II0CJIe yKa3aTeJs CTeKa.

¢ libsafe

* libverify
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http://immunix.org/stackguard.html

* libparanoia

K coskasieHH10, 3TH 3aIUTHl UMEIT HEKOTOpOe KOJIMYeCTBO HeJOCTaTKOB. ITU 6UOJIMOTEKH MOIYT
3allUTUTh TOJILKO IIPOTHUB MAaJIOr0 KOJIMYecTBa IIpo6JieM, ¥ He MOTYT HCIPaBUThL peaibHbIe
npo6seMbl. IJTHU 3allUTHl MOTYT He cpaboTaTh, eCaIu IIPUIOKEHWEe CKOMIIMJIMPOBAHO C
napameTpom -fomit-frame-pointer. K TomMy ke IiepeMeHHble OKpy>XeHHs LD _PRELOAD wu
LD_LIBRARY_PATH MoOryT OBITH IIepeoIIpeie/IeHbl/CHATHI I10JIb30BaTeIeM.

5.5. IIpoGs1eMsbl ¢ ycTaHOBJIeHHBIM o6uTOM UID

ViMeeTcd 110 KpaliHell Mepe 6 pas/IMYHBIX UAeHTUPUKATOPOB (ID), CBI3aHHBIX C JIIOOBIM B3ATHIM
mporeccoM. [10sToMy BBl JOJDKHBI OBITH OYeHbL OCTOPOJKHBI C TeM, KaKue IIpaBa MMeeT Balll
IIpoIlecC B KaXKAbIM MOMEHT BpeMeHU. B uacTHOCTH, Bce seteuid-IIpUI0KeHUS [0J/DKHBI IIOHWKATh
CBOM IIPUBUJIETHH, KaK TOJIBKO B HUX OTIIaZlaeT HeOOXOUMOCTb.

PeasibHbIM ID 1I0/Ib30BaTesId MOYKET OBITH H3MEHEeH TOJIbKO IIPOIecCOM aJAMHHHCTpaTopa.
[IporpamMa login ycraHaBiMBaeT ero, KOIfa II0JIb30BaTeJb BXOAUT B CUCTEMY, U OH pPeaKo
MeHSAEeTCA.

dddexTuBHBIN ID moJb30BaTessl yCTaHABAUBAETCI (QYHKIIUAMHU exec(), €CIH y IIPOTPaMMBbl
yCTaHOBJIeH OUT seteuidt. IIpmIoKeHre MOKeT BBITIOJIHUTD BBI30OB seteuid() B J1r0601 MOMEHT 1
yCcTaHOBKU 3¢dekTUBHOro ID II0/b30BaTesis B 3HadeHHe peasbHOro ID mosib3oBaTesnss WIHA
coxpaHsiemoro set-user-ID. Korzma spdexTuBHBIN ID mob30BaTess ycTaHAaBIMBAETCI QYHKIIUIMU
exec(), ero Ipebliylliee 3SHaUeHUE COXpaHsIeTCsa B COXpaHsieMoM set-user-ID.

5.6. OrpannuyeHue cpeasl padOTHI Balllel IporpaMMbl

TpafiUITMOHHO HCIIOJIB3yeEMBIM METOJOM OrpaHHUUYeHHUs Ipollecca SBJSIETCS HCI0JIb30BaHUE
CHCTEMHOTO BBI30Ba chroot(). 9TOT CUCTeMHBIN BBHI30B MeHsIeT KOPHEBOM KaTaJIor, OTHOCUTEJIbHO
KOTOPOTO OIIPe/IesITIOTCSI BCe OCTaIbHbIE IIYTH B CaMOM IIPOIleCcCe M BCeX ITOPOKAEHHBIX UMHU
mmporieccax. [lJIst TOro, YTOOBI 3TOT BHI30B OBLJI BHIIIOJTHEH YCIIEITHO, IIPOITecC A0/DKeH UMeTh IIPaBo
Ha BBITNIOJIHEHHE (IIOMCK) KaTaJjora, 0 KOTOPOM HJeT peub. HoBasg cpefila peaJbHO He BCTYIIUT B
CHUTY, II0OKa BBl He BBIIIOJIHUTE BBI30B chdir() B Ballel HOBOHU cpefie. CieflyeT TakyKe OTMETHUTh,
YTO IPOIlecCC MOXKeT C JIeTKOCTbI0 BBIMTH M3 chroot-cpeibl, €CIHM OH HMeeT IIPUBHJIETHU
aJIMUHHCTPaTOpa. ITO MOXKET OBITH JOCTUTHYTO CO3llaHHeM OQaiOB YCTPOMCTB [JISI YTEHHSI
naMATH S7ipa, IIOAKIIYEeHHEM OTIafuhKa K IIPOIecCy BHE Y3HHUILI U MHOTUMH [IPYTUMHU
crmocobamu.

[ToBeieHHEe CUCTEMHOTO BbI30Ba chroot() MOYKHO HEKOTOPHIM 00pasoM KOHTPOJIMPOBATH sysctl
-mepeMeHHON kern.chroot_allow_open_directories. Korma sta mepeMeHHas ycTaHOBJeHa B O,
chroot() He cpaboTtaert c ommbkor EPERM, eciy ecTh Kakue-TU60 OTKPBIThIE KaTaJIoTU. Ecii oHa
yCTaHOBJIEHA B 3HaUeHHe 110 YMOJIYaHUI, paBHOe 1, To chroot() He cpa6oTaeT ¢ omubkoi EPERM,
eCJIM eCTh KaKHhe-JIUO00 OTKPBIThble KaTaJOTH U IIPOIlecC yrKe IOABEPrHYT BBI30BY chroot(). s
BCeX APYTUX 3HAUEHUU IPOBepKa OTKPBITOCTU KaTaJI0TOB OY/IeT II0JTHOCTHIO OITyIleHa.

5.6.1. PyHKIIMOHAJIBHOCTH JKelioB (jail) Bo FreeBSD

Konnenmua mxeisoB (Jail) pacmmpseT BO3MOXKHOCTH chroot(), orpaHuYuBas BJIACThb
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aJMUHHCTpPATOpa CO3JaHUeM HAaCTOAIUX BUPTYaJbHBIX CepBepoB. Kak TOJIBKO THOpeMHas
KaMepa Cco3JjaHa, BCe CeTeBble KOMMYHHKAITUH [JOJDKHEI OCYII[eCTBJIATHLCSI 4depes BhIIeIeHHBIN
azapec IP, a cuia "IpHUBUJIETHH I10/Ib30BaTeJIA root" B 3TOM TIOPEMe JOBOJIEHO OTpaHHYeHa.

[Ipu paboTe BHYTPU TIOPLMEI, JIFOOble TPOBEPKHU CHJIBI aJ[MUHUCTpPATOpa B siApe IIPU IIOMOIIHA
BbI30OBa suser() OyAyT OKaHYMBATbCI HeymauHO. OJHAKO HEKOTOpPbIe BBI3OBBI K suser() ObLIHU
U3MeHeHbl Ha HOBBIM HHTepderc suser_xxx(). 3Ta QYHKIIHUS OTBeUaeT 3a paclo3HaHUe U
paspellleHHe JOCTYyIa K BJIaCTH a/IMUHUCTPATOPa AJIs IIPOIeCCOB, HEe HaXOSAIITUXCSI B HEBOJIE.

[Iporecc afMUHUCTPATOPa BHYTPU Cpefibl [pKelia UMeeT IIpaBo:
* MaHUIIyJIUPOBAaTh HPUBUIETHUIMU C IIOMOINBIO setuid, seteuid, setgid, setegid, setgroups,
setreuid, setregid u setlogin
* VcTaHaB/IUBaTh OTPAaHUUYEHUS Ha UCII0JIb30BaHMe PeCypcoB IIpH IomMoInu setrlimit
* MogudunupoBaThk HeKOTOpkIe sysctl-tepemenHsle (kern.hostname)
e chroot()
* VcraHaBIUBaTh Cieayolnue guaru Ha vnode: chflags, fchflags

* VcraHaBIMBaTh TakKue aTpuOyTHl vnode, KaK IIpaBa [J0CTylla K ¢aiyly, U3MEHATbH ero
BJIaJleJIbI1a, IPYIILY, pasMep, BpeMs A0CTyIla U MOJAUHUKALIAU.

* OCyIIeCTBJIATh IIPUBS3KY K [PUBUWIETMPOBAHHOMY IIOPTY B 06/1aCTH IIOPTOB HHTepHeT
(mopThI ¢ HOMepamu 1024)

Jail gByseTCd O4YeHb II0JIe3HBIM HMHCTPYMEHTOM /I 3allyCcKa HPHJIOKEHUM B 3allUIeHHOM
OKpPY>KeHUH, HO eCTh ¥ HeKOTOphle HeJOoCTaTKX. Ha TeKyIui MOMEeHT K popMaTy suser_xxx He
npeobpa3oBaHbl MexaHHU3MbI IPC, TaK YTO TaKUe IIPUI0KeHHUs, Kak MySQL, He MOoryT pa6oTaTh B
moxerte. [IpaBa agMUHHCTpAaTOpa MOIYT MMeeT MaJIyl0 CUJIy BHYTPH JpKeiyla, HO HeT criocoba
OIIpeZeJIUTh, UYTO 3HAYUT "MaJIyro".

5.6.2. POSIX®.1e BO3SMO>KHOCTH IIPOII€CCOB

POSIX® BpIDycTWIA pabouyui [OKYMEHT, KOTOPBIM [00aBJisieT ayAuT COOBITHUM, CIIMCKHU
yIIpaBJeHUsd OOCTYIIOM, TOHKO HacTpaWBaeMble IIPUBUJIETUU, METKU WHPOpMAIUU U >KeCTKOe
yIIpaBJIeHUE TOCTYIIOM.

JTOT [NOKYMEHT HaxXOAUWUTCS B paboTe M HaXOQUTCSA B IleHTpe BHUMaHUA IIpoeKTa TrustedBSD.
HekoTopasg HadasibHasg OQYHKIIMOHAJILHOCTL YyKe OblIa pgob6aBieHa BO FreeBSD-CURRENT
(cap_set_proc(3)).

5.7. loBepue

[IpuyiokeHHe HUKOIZIA He [O/DKHO IIoJjlaraTh, YTO Cpefa IIOJb30oBaTess Oe3omacHa. Croza
BKJIFOUaeTCd (HO 3TUM He OrpaHUYeHO): BBOJ, II0JIb30BaTeJis, CUTHAJIbl, [lepeMeHHble CpeJbl,
pecypcsl, IPC, oTobpakaemass B ¢aiyl nmamMaTh (mmap), pabouyuii KaTajor GparjioBOM CUCTEMBI,
IleCKPUIITOPBI (paiioB, YUCI0 OTKPBITHIX (paijioB U IIpoyee.

Hukorzma He gyMaiTe, UTO CMOJKeTe IIpelyCMOTPeTh Bce GOPMBI HelIpaBUJILHOTO BBOJa, KOTOPBIX
MOXKeT [aTh II0JIb30BaTeJb. BMeCTO 3TOro Ballle IIPHJIOKeHHe [OJDKHO OCYIIeCTBJISATH
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IIO3UTHUBHYI0 QMIBTPALIUIO, IIPOIIYyCKas TOJIBKO KOHEUHOE MHO)KeCTBO BO3MOXKHBIX BapHaHTOB
BBOJja, KOTOpBIe BBl CUYUTaeTe Oe3oIlacHBIMU. HellosiHag IIpoBepKa [JaHHBIX OblIa IIPUYHHOMA
MHOTHUX HapylleHU# 3aluThl, 0c06eHHO CGI-CKpUNITOB Ha BebO-caliTaxX. /i1 UMeH QaijioB BaM
HY>KHO yJIeJIsITh 0c060e BHUMaHUe IIyTaM ("../", "/"), CHMBOJIMYeCKUM CChLJIKaM U SKpPaHUPYIOIIIUM
CHMBOJIaM 000JI0UKH.

B Perl umeeTcsd Takasi 0OueHb I10JIe3Has Belllb, KaK "0e3yIlpeuHbId” (taint) pekuM, KOTOPBIM MO>KHO
HCIIOJIL30BaTh [JI 3allpellleHUs CKPUIITaM HCII0JIb30BaTh [aHHBIE, IIOPOKIAEHHBIEe BHE
IIporpaMMBbl, He 6e30IIaCHBIM CIIOCOO0M. ITOT pe’KUM IIPOBepsieT apryMeHThl KOMaHHOMN CTPOKH,
IlepeMeHHble OKpY’KeHUs, UHOOpPMAIWI0 JIOKaJIXU3alliy, pe3yJbTaThl HEKOTOPBIX CHUCTEMHBIX
BBI30BOB (readdir (), readlink(), getpwxxx() ¥ Becb ¢palisIOBBII BBOJ,.

5.8. HeoxuiaHHOe 1OBe/IeHHe

Heo)kHUJjaHHOe IIOBe/leHHE - 3TO aHOMAaJbHOe IIOBeleHHe, BBI3BAHHOE HENpPeyCMOTPeHHOMH
3aBUCHMOCTBI0 OT OTHOCUTEJHLHOH IIOC/IeI0BAaTENbHOCTH COOBITHH. /[IpyTUMU CJIOBAaMH,
IIPOTPaMMMUCT HeIPaBHJILHO IIPE/IIOJIOXKIII, YTO HEKOTOpOe COOBITHEe BCerjia ciIydaeTcs Iepef

IPYTHUM.

HekoTophle U3 IIMPOKO PACIPOCTPAaHEHHBIX IPUYUH BO3HUKHOBEHUSI TAKUX IIPOOJIEM SBIISTFOTCS
CUTHAJIbI, IPOBEPKU JOCTyIla W OTKPBITHUS (aiioB. CUTHaANBl II0 CBOEH IIPUPOJie SIBJISIOTCS
aCHHXPOHHBIMHU COOBITHSIMH, TaK YTO II0 OTHOIIEHHWI0 K HHUM HY)KHO IIPOSIBJISITH 0C060e
BHUMaHue. I[IpoBepka poctyma GQyHKIUMeR access(2) € IIOCTAeLYIOIUM BBI30BOM open(2)
IIOJIHOCTBI0 He aToMapHO. Ilosb3oBaTesd MOTYT IIepeMeCcTUThb (aiiyibl B IIPOMEXYTKe MeXKAy
OByMs BBI30BAaMHU. BMecTO 3TOTO HIpPHUBHUJIETHPOBAaHHOE IIPUJIOKEHHE [I0JDKHO BBIIIOJTHUTH
seteuid(), a 3aTem cpasy BbI3BaTh open(). B Tex >ke CTpoKaxXx HIPHJIOXKEHHE [O/DKHO BCerzia
yCTaHaBJIUBaTh SBHO MacKy IpaB pocTymna (umask) Imepen BbISOBOM (QYHKIUKU open() BO
n3berxaHue 6eCIIOPsA0YHBIX BEI30BOB chmod().
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Part I1I: SIinpo
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Chapter 6. UcTopusa saapa Unix

HemHoro uctopud o sape Unix/BSD, cHCTeMHBIX BhI30BaX, KaK pab0oTaroT IIPOIecchl, 6JI0KUPOBKE,
IUTAHUPOBKE 3a/Iad, HUTH (s/ipa), MepeKITIYeHne KOHTEKCTa, CHTHAJIBI, ITPePhIBAHUS, MOTYJIH U

TakK JaJjiee.
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Part 1V: IlaMATh 1 BUPTyaJIbHasA
NaMsATh
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Chapter 7. BupryasibHas naMAaTh

VM, mocTpaHHW4YHas II0JKayKa KM CBOIIMPOBAaHUe, BbIfleJleHHe IIaMsITH, TeCTHUpOBaHHe OIIHO0K
yTe4YKH IaMgaTH, mmap, vnode U Tak fasee.

19



Part V: CucreMa BBOa/BbIBO/IA
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Chapter 8. UFS

UFS, FFS, Ext2FS, JFS, inodes, buffer cache, labeling, locking, metadata, soft-updates, LFS, portalfs,
procfs, vnodes, memory sharing, memory objects, TLBs, caching
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Part VI: Me>xmmpoiieccHoe
B3aUMO/IeHCTBHE
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Chapter 9. Curaassl

CurHasibl, KOHBeMeprl, ceMadoprl, OodepeJud COOOIIEHHIM, COBMECTHO HCIIOJIb3yeMas IIaMsiTh,
COKETEHL, IBEpHU
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Part VII;: PaooTa B ceTH
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Chapter 10. CoxkeTsnIl

Coxketsl, bpf, IP, TCP, UDP, ICMP, OS], bridging, firewalling, NAT, KoMMyTaIiyig 1 Tak fajaee
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Part VIII: CeTeBble ¢panioBbIe
CHUCTEeMBI

26



Chapter 11. AFS

AFS, NFS, SANSs etc]
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Part IX: PaboTa c TepMHHa/IaMH
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Chapter 12. CucTeMHbIe KOHCOJIA

Syscons, tty, PCVT, rtociieoBaTesIbHast KOHCOJIb, XPaHUTEIW IKpaHa U Tak Jlajee
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Part X: 3ByK
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Chapter 13. OSS

0SS, waveformes, etc

31



Part XI: /I[pariBepbl yCTPOHCTB
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Chapter 14. VcTrpouncrea USB

JTa IJ1aBa paccKa’keT 0 MeXaHH3MaX, UCII0JIb3yeMbIX Bo FreeBSD /11 HalmMcaHusA ApaliBepoB It
yCTPOMCTB Ha IrHe USB.
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Chapter 15. NewBus

JTa 1aBa pacckakeT 06 apxurekrype NewBus Bo FreeBSD.
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Part XII: AmmapaTHbIe I1aTPOPMBI
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Chapter 16. IA-32

Pacckas 06 apXUTEeKTYpPHbIX 0c06eHHOCTIX FreeBSD/x86.
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Chapter 17. Alpha

Pacckas 06 apXUTeKTYpHbIX 0co6eHHOCTIX FreeBSD/alpha.
OnucaHue OITMO0K BhIpaBHUBAHUS, KaK UX UCIIPABJISITh U KaK UTHOPHUPOBATh.

[IpuMep acceMbyepHOro Kozga st FreeBSD/alpha.
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Chapter 18. IA-64

Pacckas 06 apXUTEeKTYpPHbIX 0c06eHHOCTIX FreeBSD/ia64.
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Part XIII: OT/1agka
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Chapter 19. Truss

PasjiMuyHble OMHMCAHUS TOTO, KaK OTJIa>KHUBATh OTe/JbHbIe KOMIIOHEHTHI CUCTEMBI IIPH ITOMOIIU
YTWIUT truss, ktrace, gdb, kgdb, etc
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Part XIV: O0ecrneuenue
COBMECTHMOCTH

41



Chapter 20. Linux

Linux, SVR4 u Tak nasee
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